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Instructions to Candidates:
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thaneat diagram explain the different block cipher modes of operation.

1) Answer ﬁny Five questions from Section-A, each carries Six marks.
2)  Any Four questions from Section-B, each carries Ten marks.

SECTION-A
Answer any FIVE of the following questions. Each carries 6 Marks.
Briefly explain security mechanisms in cryﬁlngraphy,
With a neat diagram explain the model for network security.
Write a note on RC4,
Explain the steps involved in AES cipher.
With an example explain Euclidean algorithm.
Briefly explain Digital Signature.
Explain RSA algorithm.
Write a note on SSLand TLS.
SECTION-B

Answer any FOUR of the following questions. Each carries 10 Marks.

Define Cryptography. Explain the types of attacks on encrypted messages,
a)  Write the difference between substitution and transposition cipher.
b)  Write a note on Ceaser Cipher.

Explain single round DES algorithm.
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13. a)  bExplan Diflie-Hellman key exchange

by Briefly explain Hash function.

14. Write anolcon PK1 and Malicious softwarc.

algorithm.
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